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Internet Protocol

• THE functionality: delivering the data 

• THE protocol: Internet Protocol (IP) 

• Unifying protocol



What is Designing IP?

• Syntax: format of packet 
• Nontrivial part: packet “header” 
• Rest is opaque payload (why opaque?) 

• Semantics: meaning of header fields 
• Required processing

Opaque PayloadHeader



Packet Header as Interface

• Think of packet header as interface 
• Only way of passing information from packet to switch 

• Designing interfaces: 
• What task are you trying to perform? 
• What information do you need to accomplish it? 

• Header reflects information needed for basic tasks



What Tasks Do We Need to Do?

• Read packet correctly 
• Get the packet to the destination 
• Get responses to the packet back to source 
• Carry data 
• Tell host what to do with the packet once arrived 
• Specify any special network handling of the packet 
• Deal with problems that arise along the path



Reading Packet Correctly

• Where does the header end? 

• Where the the packet end? 

• What protocol are we using? 
• Why is this so important?



Getting to the Destination 

• Provide destination address 

• Should this be location or identifier (name)? 
• And what’s the difference? 

• If a host moves should its address change? 
• If not, how can you build scalable Internet? 
• If so, then what good is an address for identification?



Getting Response Back to Source

• Source address 

• Necessary for routers to respond to source  
• When would they need to respond back? 

• Failures! 
• Do they really need to respond back? 

• How would the source know if the packet has reached the 
destination?



Carry Data

• Payload!



Questions?



List of Tasks

• Read packet correctly 
• Get the packet to the destination 
• Get responses to the packet back to source 
• Carry data 
• Tell host what to do with packet once arrived 
• Specify any special network handling of the packet 
• Deal with problems that arise along the path



Telling Destination How to Process Packet

• Indicate which protocols should handle packet 

• What layers should this protocol be in? 

• What are some options for this today? 

• How does the source know what to enter here?



Special Handling

• Type of service, priority, etc. 

• Options: discuss later



Dealing With Problems

• Is packet caught in loop? 
• TTL 

• Header corrupted: 
• Detect with Checksum 
• What about payload checksum? 

• Packet too large? 
• Deal with fragmentation 
• Split packet apart 
• Keep track of how to put together 



Are We Missing Anything?

• Read packet correctly 
• Get the packet to the destination 
• Get responses to the packet back to source 
• Carry data 
• Tell host what to do with packet once arrived 
• Specify any special network handling of the packet 
• Deal with problems that arise along the path



From Semantics to Syntax 

• The past few slides discussed the information the header must provide 

• Will now show the syntax (layout) of IPv4 header, and discuss the 
semantics in more detail



IP Packet Structure

4-bit Version
4-bit Header 

Length
8-bit Type of 

Service 
(TOS)

16-bit Total Length (Bytes)

16-bit Identification 3-bit Flags 13-bit Fragment Offset

8-bit Time to Live 
(TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload



20 Bytes of Standard Header, then Options

4-bit Version
4-bit Header 

Length
8-bit Type of 

Service 
(TOS)

16-bit Total Length (Bytes)

16-bit Identification 3-bit Flags 13-bit Fragment Offset

8-bit Time to Live 
(TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload



Next Set of Slides

• Mapping between tasks and header fields  

• Each of these fields is devoted to a task 

• Let’s find out which ones and why…



Go Through Tasks One-by-One

• Read packet correctly 
• Get the packet to the destination 
• Get responses to the packet back to source 
• Carry data 
• Tell host what to do with packet once arrived 
• Specify any special network handling of the packet 
• Deal with problems that arise along the path



Read Packet Correctly

• Version number (4 bits) 
• Indicates the version of the IP protocol 
• Necessary to know what other fields to expect 
• Typically “4” (for IPv4), and sometimes “6” (for IPv6) 

• Header length (4 bits) 
• Number of 32-bit words in the header 
• Typically “5” (for a 20-byte IPv4 header) 
• Can be more when IP options are used 

• Total length (16 bits) 
• Number of bytes in the packet 
• Maximum size is 65,535 bytes (2^16 -1) 
• … though underlying links may impose smaller limits



Fields for Reading Packet Correctly

4-bit Version
4-bit Header 

Length
8-bit Type of 

Service 
(TOS)

16-bit Total Length (Bytes)

16-bit Identification 3-bit Flags 13-bit Fragment Offset

8-bit Time to Live 
(TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload



Getting Packet to Destination and Back

• Two IP addresses 
• Source IP address (32 bits) 
• Destination IP address (32 bits) 

• Destination Address 
• Unique locator for the receiving host  
• Allows each node to make forwarding decisions 

• Source Address 
• Unique locator for the sending host 
• Recipient can decide whether to accept packet 
• Enables recipient to send a reply back to the source



Fields for Reading Packet Correctly

4-bit Version
4-bit Header 

Length
8-bit Type of 

Service 
(TOS)

16-bit Total Length (Bytes)

16-bit Identification 3-bit Flags 13-bit Fragment Offset

8-bit Time to Live 
(TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload



Questions?



List of Tasks

• Read packet correctly 
• Get the packet to the destination 
• Get responses to the packet back to source 
• Carry data 
• Tell host what to do with packet once arrived 
• Specify any special network handling of the packet 
• Deal with problems that arise along the path



Telling Host How to Handle Packet 

• Protocol (8 bits) 
• Identifies the higher level protocol 
• Important for demultiplexing at receiving host 

• Most common examples 
• E.g., “6” for the Transmission Control Protocol (TCP) 
• E.g., “17” for the User Datagram Protocol

IP Header
TCP Header

IP Header
UDP Header

Protocol = 6 Protocol = 17



Fields for Reading Packet Correctly

4-bit Version
4-bit Header 

Length
8-bit Type of 

Service 
(TOS)

16-bit Total Length (Bytes)

16-bit Identification 3-bit Flags 13-bit Fragment Offset

8-bit Time to Live 
(TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload



Special Handling

• Type-of-Service (8-bits) 
• Allow packets to be treated differently based on needs  
• E.g., low delay for audio, high bandwidth for bulk transfer 
• Has been redefined several times, no general use 

• Options 
• Ability to specify other functionality 
• Extensible format



Examples of Options

• Record Route 
• Strict Source Route 
• Loose Source Route 
• Timestamp 
• Traceroute 
• Router Alert 
• …



Potential Problems

• Header Corrupted: Checksum 

• Loop: TTL 

• Packet too large: Fragmentation



Preventing Loops

• Forwarding loops cause packets to cycle forever 
• As these accumulate, eventually consume all capacity 

• Time-to-live (TTL) Field (8-bits) 
• Decremented at each hop, packet discarded if reaches 0 
• … and “time exceeded” message is sent to the source 

• Using “ICMP” control message; basis for traceroute



TTL Field

4-bit Version
4-bit Header 

Length
8-bit Type of 

Service 
(TOS)

16-bit Total Length (Bytes)

16-bit Identification 3-bit Flags 13-bit Fragment Offset

8-bit Time to Live 
(TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload



Header Corruption

• Checksum (16 bits) 
• Particular form of checksum over packet header 

• If not correct, router discards packets 
• So it doesn’t act in bogus information 

• Checksum recalculated at every router 
• Why? 
• Why include TTL? 
• Why only header?



Checksum Field

4-bit Version
4-bit Header 

Length
8-bit Type of 

Service 
(TOS)

16-bit Total Length (Bytes)

16-bit Identification 3-bit Flags 13-bit Fragment Offset

8-bit Time to Live 
(TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload



Packet Header as an interface

• Useless to learn the header format by heart 
• If you remember the tasks that need to be performed … 
• Understanding why header format is what it is … 
• In general: if you understand the problem, solution is easy  
• As the problem evolves, you will know where to look for a solution 

• Transition from IPv4 to IPv6 
• Gradually happening … 
• If you want to learn a bit, see backup slides



This is it for today!



IPv6



IPv6

• Motivated (prematurely) by address exhaustion 
• Address four times as big 

• Steve Deering focused on simplifying IP 
• Got rid of all fields that were not absolutely necessary 
• “Spring Cleaning” for IP 

• Result is an elegant, if unambitious, protocol



IPv4 and IPv6 Header Comparison

Version IHL
Type of 
Service 
(TOS)

Total Length

Identification Flags Fragment Offset

Time to Live 
(TTL) Protocol Header Checksum

Source Address

Destination Address

Options

Version Traffic Class Flow Label

Payload Length Next Header Hop Limit

Source Address

Destination Address

Field name kept from IPv4 to IPv6

Fields not kept in IPv6

Name and position changed in IPv6

New field in IPv6



Summary of Changes

• Eliminated Fragmentation 
• Eliminated header length 
• Eliminated Checksum 
• New options mechanism (next header) 
• Expanded address 
• Added Flow Label



IPv4 and IPv6 Header Comparison

Version IHL
Type of 
Service 
(TOS)

Total Length

Identification Flags Fragment Offset

Time to Live 
(TTL) Protocol Header Checksum

Source Address

Destination Address

Options

Version Traffic Class Flow Label

Payload Length Next Header Hop Limit

Source Address

Destination Address

Field name kept from IPv4 to IPv6

Fields not kept in IPv6

Name and position changed in IPv6

New field in IPv6



Philosophy of Changes

• Don’t deal with problems: leave to ends 
• Eliminated fragmentation 
• Eliminated checksum 
• Why retain TTL? 

• Simplify handling 
• New options mechanism (uses next header approach) 
• Eliminated header length 

• Why couldn’t IPv4 do this? 
• Provide general flow label for packet 

• Not tied to semantics 
• Provides great flexibility



Traffic Class

IPv4 and IPv6 Header Comparison

IHL
Type of 
Service 
(TOS)

Total Length

Identification Flags Fragment Offset

Time to Live 
(TTL) Protocol Header Checksum

Source Address

Destination Address

Options

Version Flow Label

Payload Length Next Header Hop Limit

Source Address

Destination Address

To Destination and Back (expanded)

Deal with Problems (greatly reduced) 

Read Correctly (reduced)

Special Handling (Similar)

Version


