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Announcements

• Exam 2 grades released 

• The solution will be released after the make-up exams are completed. 

• You will have one week to submit after the solution is posted.

2



What we have learned so far

• Design principles 

• Link Layer: Switched/broadcast ethernets 

• Network layer: Mainly on routing protocols
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What we will learn 

• Switch Architecture 

• IP, DNS, and ARP Protocols 

• End-to-End View (including the protocols we have learned) 

• Transport Protocols
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Goals for Today’s Lecture

• Recap BGP’s convergence problem 

• Understand how to use sockets to send/recv packets
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Convergence
● If all AS policies follow Gao-Rexford rules, 

● Export Policy
● Selection Policy: Preferring routes from customers > peers > 

providers
● Then BGP is guaranteed to converge (safety)

● For arbitrary policies, BGP may fail to converge!
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Example of Policy Oscillation



Initially:  nodes 1, 2, 3 know only shortest path to 0 
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1 advertises its path 1 0 to 2
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1 withdraws its path 1 0 from 2
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We are back to where we started!

Step-by-step Policy Oscillation



BGP Example (Persistent Loops)
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Fig. 1. Stable paths problems with shortest path solutions.

, then . Therefore, any stable path
assignment implicitly defines a tree rooted at the origin. Note,
however, that this is not always a spanning tree.
The stable paths problem is solvable if there

is a stable path assignment for . A stable path assignment is
also called a solution for . If no such assignment exists, then
is unsolvable.
Fig. 1(a) presents a stable paths problem called SHORTEST 1.

The ranking function for each nonzero node is depicted as a
vertical list next to the node, with the highest ranked path at
the top going down to the lowest ranked nonempty path at the
bottom. The stable path assignment

is illustrated in Fig. 1(b). If we reverse the ranking order of paths
at node we arrive at SHORTEST 2, depicted in Fig. 1(c). The
stable path assignment

is illustrated in Fig. 1(d). In both cases, the ranking functions
prefer shorter paths to longer paths and the solutions are shortest
path trees. Note that the ranking at node 4 breaks ties between
paths of equal length. This results in one shortest path tree as
the solution for SHORTEST 1, while another shortest path tree as
the solution for SHORTEST 2.
The ranking of paths is not required to prefer shorter paths

to longer paths. For example, Fig. 2(a) presents a stable paths
problem called GOOD GADGET. Note that both nodes 1 and 2
prefer longer paths to shorter paths. The stable path assignment

illustrated in Fig. 2(b) is not a shortest path tree. This is the
unique solution to this problem.
A modification of GOOD GADGET, called NAUGHTY GADGET,

is shown in Fig. 2(c). NAUGHTY GADGET adds one permitted path

Fig. 2. Stable paths problems that are not shortest path problems.

Fig. 3. DISAGREE and its two solutions.

(3 4 2 0) for node 3, yet it has the same unique solution as GOOD
GADGET. However, as is explained in Section IV, the protocol
SPVP can diverge for this problem. Finally, by reordering the
ranking of paths at node 4, we produce a specification called
BAD GADGET, presented in Fig. 2(d). This specification has no
solution and the SPVP protocol will always diverge.
So far, our examples each has had at most one solution. This

is not always the case. The simplest instance, called DISAGREE,
having more than one solution is illustrated in Fig. 3(a). The
stable path assignment

is depicted in Fig. 3(b). An alternative solution

is shown in Fig. 3(c). No other path assignments are stable for
this problem.

1 2 3 4

R1 10 20 30 -

R2 10 20 30 420

R3 10 20 3420 420

R4 10 210 3420 420

R5 10 210 3420 -

R6 10 210 30 -

R7 130 210 30 -

R8 130 20 30 -

R9 130 20 30 420

R10 130 20 3420 420

R11 10 20 3420 420



BGP Example (Bad bad bad)
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Fig. 1. Stable paths problems with shortest path solutions.

, then . Therefore, any stable path
assignment implicitly defines a tree rooted at the origin. Note,
however, that this is not always a spanning tree.
The stable paths problem is solvable if there

is a stable path assignment for . A stable path assignment is
also called a solution for . If no such assignment exists, then
is unsolvable.
Fig. 1(a) presents a stable paths problem called SHORTEST 1.

The ranking function for each nonzero node is depicted as a
vertical list next to the node, with the highest ranked path at
the top going down to the lowest ranked nonempty path at the
bottom. The stable path assignment

is illustrated in Fig. 1(b). If we reverse the ranking order of paths
at node we arrive at SHORTEST 2, depicted in Fig. 1(c). The
stable path assignment

is illustrated in Fig. 1(d). In both cases, the ranking functions
prefer shorter paths to longer paths and the solutions are shortest
path trees. Note that the ranking at node 4 breaks ties between
paths of equal length. This results in one shortest path tree as
the solution for SHORTEST 1, while another shortest path tree as
the solution for SHORTEST 2.
The ranking of paths is not required to prefer shorter paths

to longer paths. For example, Fig. 2(a) presents a stable paths
problem called GOOD GADGET. Note that both nodes 1 and 2
prefer longer paths to shorter paths. The stable path assignment

illustrated in Fig. 2(b) is not a shortest path tree. This is the
unique solution to this problem.
A modification of GOOD GADGET, called NAUGHTY GADGET,

is shown in Fig. 2(c). NAUGHTY GADGET adds one permitted path

Fig. 2. Stable paths problems that are not shortest path problems.

Fig. 3. DISAGREE and its two solutions.

(3 4 2 0) for node 3, yet it has the same unique solution as GOOD
GADGET. However, as is explained in Section IV, the protocol
SPVP can diverge for this problem. Finally, by reordering the
ranking of paths at node 4, we produce a specification called
BAD GADGET, presented in Fig. 2(d). This specification has no
solution and the SPVP protocol will always diverge.
So far, our examples each has had at most one solution. This

is not always the case. The simplest instance, called DISAGREE,
having more than one solution is illustrated in Fig. 3(a). The
stable path assignment

is depicted in Fig. 3(b). An alternative solution

is shown in Fig. 3(c). No other path assignments are stable for
this problem.
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R2 10 20 30 420
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R4 10 210 3420 420
R5 10 210 3420 -
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R10 130 20 3420 420
R11 10 20 3420 420



Goals for Today’s Lecture

• Understanding the Socket API 
• How does the Socket API work under the hood? 
• Programming with the Socket API 

• Live demo

Nearly all applications you use today rely on the Socket API



What is the Socket API?

• Socket API: Interface for applications to communicate with each other 
• Provided by the Operating System (OS) 
• Key abstraction: Socket (End-point for communication) 
• Applications can be on same or different hosts

App1 App2 App3

Socket 1 Socket 2

Host 1 Host 2

Network

Socket 3 Socket 4



Where do Sockets fit in the end-to-end picture?

Transport

Network

Data Link

Physical

App1 App2 Applications

OS Network Stack

Network 
Fabric

Sockets
(Each is assigned port number)



How do applications interact with sockets?

• Socket works very similar to file 
• open()  socket(): Open a socket 
• read(): Read data from a socket (i.e. receive data) 
• write(): Write data to a socket (i.e. send data) 
• close(): close a socket

• Note 
• recv() is alternative for read() 
• send() is alternative for write()



Types of communication

• Two main modes of communication 
• Connection-oriented (Stream sockets) 

• First, connection is established between a pair of sockets 
• Then, data is exchanged between them 
• “Pipe” abstraction (reliable & in-order delivery of data) 
• Implemented on top of TCP Transport 

• Connection-less (Datagram sockets) 
• No connection establishment 
• Data can be directly exchanged between sockets 
• No guarantee of reliable or in-order delivery 
• Implemented on top of UDP transport



Stream sockets: Pipe Abstraction

• Bi-directional “pipe” between a pair of sockets 
• Sequence of bytes sent on one end will be received on other end 

• Reliable delivery 
• In-order delivery 
• No duplication

Socket 1 Socket 2

d
c
b
a

d
c
b
a

Bi-directional Pipe



Under the hood

App1

Transport

Network

Data Link

Physical
Network 

Fabric

Src IP: 10.0.0.1
Src port: 5001
Dst IP:
Dst port:

App2

Transport

Network

Data Link

Physical

Src IP: 11.0.0.1
Src port: 6001
Dst IP:
Dst port:

Send  
buffer

Recv  
buffer

Send  
buffer

Recv  
buffer

write

11.0.0.1
6001

10.0.0.1

5001

read



Details of reading / writing to / from sockets

• read(X bytes) 
• Reads up to X bytes from the socket receive buffer 
• Returns the number of bytes actually read upon completion 
• Upon successful completion: can return any non-zero value <= X 
• E.g: If you read(100 bytes) and socket receive buffer has only 50 bytes, then it 

will read 50 bytes and return 

• write(X bytes) 
• Writes up to X bytes to the socket send buffer 
• Returns the number of bytes actually written upon completion 
• Upon successful completion: can return any non-zero value <= X 
• E.g: If you write(100 bytes) and socket send buffer has only 50 bytes of space 

left, then it will write 50 bytes and return

What if socket receive buffer is empty or send buffer is full?



Blocking vs Non-blocking sockets

• What if socket receive buffer is empty / send buffer is full? 
• read / write call cannot complete successfully 
• Two modes: 

• (Default) Blocking mode 
• Application is blocked until read / write call can complete 

successfully 
• Non-blocking mode 

• read / write call returns immediately with ERROR 



Client-Server Model

Server

80 443

Client 1

50015002

Client 2

50105002

Client 3

60016002

Client 4

50515050

8.123.111.1

10.0.11.1

52.105.0.3

32.8.8.100

42.111.5.80

Well known ports  
that clients can connect to

Port numbers assigned by the OS



Client-Server Model - APIs

Server

socket()

bind()

listen()

accept()

Client 1

socket()

connect()

Returns a  
new socket

write()

read()

write()

read()

(Blocks until client  
requests a connection)

(Blocks until connection  
established with server)

Connection established

Client 2

socket()

connect()

write()

read()

read()

write()



Demo



Designing servers for massive scale

• Scalability of the server that we just wrote (in demo) 
• Works fine for 100s-1000s of connections 
• What if we want to handle 100,000+ connections? 

• Problem: 1 thread per-connection 
• 100,000s of connections => 100,000s of threads => Inefficient 

• Can single thread handle multiple connections? 
• Yes. How: Use non-blocking sockets 
• Challenge: How to monitor multiple sockets? 

• Naive approach: Thread constantly iterates over all sockets and 
check if any of them have data available (Not efficient) 

• Solution: OS provides APIs to monitor sockets (select/poll/epoll) 
• Con: Difficult to program with



Questions?


